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State of
Tamaulipas 

Tamaulipas is categorized as one of Mexico’s five most 
dangerous states for kidnaping incidents, with 725 kidnappings 
reported over the last ten years

The United Kingdom issued an advisory against ‘all but essential 
travel’ to Tamaulipas Citizens are alerted to take extreme care 
due to clashes between security groups and drug cartels 

Note: Most kidnappings in Mexico are not reported due to 
several security-related factors, including the involvement of 
the authorities and the fear of reprisal

Source: General Attorney’s Office (PGR)

Mexico

All But Essential Travel

Source: INEGI, the Mexican National Institute of Statistics and Geography

94%

UK

The US Government classified Tamaulipas as a ‘Level 4: Do Not 
Travel’ state. US citizens and embassy employees are advised 
not to travel, or – if necessary ¬– to only travel during daylight 
hours. This is due to crime and reported kidnapping, which a 
number of US citizens have fallen victim to.

Do Not TravelUS

Crimes in Tamaulipas are not reported 
to,or investigated by, authorities 
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Tamaulipas, together with other 
northern states, has a long history of 
violence – including kidnapping. In 
contrast to other criminal enterprises 
in the country, criminal groups in 
Tamaulipas are engaged in a number 
of concurrent illegal activities 
(including synthetic drugs, cocaine, 
human traffi cking, gasoline, weapons 
traffi cking, extortion, kidnapping, and 
armed robbery). This is a relatively 
new development after the Gulf Cartel 
and the Zetas (the two cartels that 
controlled Tamaulipas for several 
decades) dissolved and fractured into 

numerous smaller gangs (such as the 
Panthers, the Northeast, and the Metro) 
in a lengthy and violent turf war over the 
last ten years.  Their many and varied 
overlapping operational territories have 
resulted in a very dangerous geographical 
area. The inter-gang violence has also 
attracted the arrival of other criminal 
groups, such as the Cártel de Jalisco 
Nueva Generación. 

Northern Tamaulipas is the nucleus of 
tension between these criminal groups, 
where control of traffi cking drugs, 
weapons, and people into the United 

States is crucial for their businesses. 
Criminal groups target cars and buses 
(private and public) as they traverse 
Tamaulipas, and passengers are often 
kidnapped for ransom. Heavily armed 
drug cartel members patrol the state 
highways and operate with impunity 
from Reynosa to Nuevo Laredo. In 
these areas, police have limited to no 
capability to address the situation due 
to understaffi ng and corruption. The 
US Consulate in Nuevo Laredo is in a 
constant state of fl ux, cancelling and 
reopening services as dictated by the 
waves of criminal activity and violence. 

Mexico – State of Tamaulipas 

February 2023



Mexico and Latin America
The Americas

Global Insights Report

The remote central area of the state’s 
middle section is marginally safer to 
travel, but criminal groups scout the 
region for ranch and business owners 
to kidnap and extort to compensate for 
their fi nancial losses in the north. Recent 
reports of kidnapped and executed 
businesspeople (including women) have 
been widely covered by the media. Three 
cities within Tamaulipas – Tampico, 
Ciudad Madero and Altamira – are 
considered to be safer than the rest of the 
state.

Criminals and authorities continue to 
collude in kidnapping and extortion, 
which does nothing to alleviate the 
high levels of crime and homicide. 
Confrontation between criminal groups 
represents a constant danger to the 
population, who have lost trust and 
faith in the forces of law and order. 
Until the authorities (or, less desirably, 
a single criminal group) regain control 
over the state, security and stability will 
not come to Tamaulipas. This issue will 
continue to be of particular interest to 
the United States, as nearly 80% of trade 
between Mexico and the US transits the 
Monterrey–Nuevo Laredo highway.

Mexico 

February 2023



Global Insights Report

Europe, Middle East, Africa
EMEA

February 2023

42
42 cases of unlawful detention, forced disappearance and 
torture of Ukrainian citizens have been uncovered within 
occupied regions [22 July 2022]  

Ukraine detected 2,100+ Cyber-attacks 
– 25% targeting government and local authorities 
– over the course of 2022

Russian-sponsored Sandworm launched an enormous 
ransomware attack on Ukraine [25 January 2023]  

Source: Human Rights Watch

Source: Computer Emergency Response Team of Ukraine (CERT-UA)
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Since the confl ict began in Ukraine, 
the security environment has been 
completely disrupted. A major concern, 
especially in occupied regions, is the 
prevalence of unlawful detentions and 
disappearances. Ukrainian authorities 
have opened investigations into the 
unlawful apprehension of some 13,200 
citizens. Concern does not stop here. 
Instances of torture are increasingly 
being exposed across occupied regions, 
especially after liberation.  Citizens in 
these areas are also reporting widespread 
harassment by Russian offi cials. 

Following the liberation of the Kharkiv 

region, Ukrainian authorities reportedly 
identifi ed the graves of 800 civilians, 
as well as 25 locations alleged to be 
‘torture camps’. Yuri Belousov, Ukraine’s 
top war crime prosecutor, claims to 
have identifi ed ten locations used for 
the detainment and torture of 600 
citizens in the Kherson region. Although 
we are unable to authenticate these 
statistics, the claims are supported by 
multiple international human rights 
groups, and evidence presented via 
personal accounts published in the 
media. It is believed that hundreds – if 
not thousands – of unlawfully detained 
civilians have been apprehended across 

Ukraine, whom are being deemed to 
be prisoners of war despite having had 
no military service experience. These 
captive civilians fi nd themselves in an 
unresolved legal state without access to a 
fair trial in the absence of criminal charges 
having been laid against them, and are 
detained in overcrowded jails controlled 
by the Russians. The threat to citizens 
throughout the occupied and frontline 
regions is extreme, with a growing 
awareness (and terror) of the deliberate 
tactics used by Russian forces to bring 
about order – in direct and blatant 
contravension of international law. 

Ukraine
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Outside of the occupied regions, the rest 
of the country remains witness to the 
devastating consequences of the war. 
This includes the impact of burgeoning 
cyber-attacks. Over the course of 
2022, the country responded to 2,194 
cyber incidents. While government 
and local authorities were targeted 
most, businesses – especially within 
the telecoms, logistics and IT sectors – 
have also experienced waves of cyber-
attacks. Many strategies are employed in 
cyberwarfare to extort and hold private 
businesses ransom.  A recent large-scale 
cyber-attack by the notorious Sandworm 
group caused huge data breaches. Many 
businesses were incapacitated after their 
critical data was encrypted and locked, 
and charged an extortionate ransom. 
While the costs of this latest attack are 
not yet known, the Sandworm’s Not Petya 
malware in 2017 is estimated to have 
incurred $10 billion worth of damages 
across the globe. Russia will continue 
to deploy these tactics as the confl ict 
persists, disrupting the businesses and 
operations of essential services as both 
physical and cyber extortion plague the 
embattled nation.

Ukraine
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580,000
580,000+ people have been killed since armed 
conflict began in 2011 

+/-14.6 million Syrians are in need of humanitarian 
assistance, and 12 million people are food insecure 

People are missing due 
to the civil war

Source: Global centre For the Responsibility to Protect

Source: Global centre For the Responsibility to Protect

Source: United Nations
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Syria has found itself in a civil war for 
over a decade, with no end in sight. 
Several armed factions continue to vie 
for territorial control in a power struggle 
between the Syrian government, the 
Islamic State (IS), the Syrian Democratic 
Forces (SDF) led by the Popular 
Protection Units (YPG), and – most 
recently – Turkish forces. This confl ict 
is far from simple as none of these 
groups see eye to eye, and a four-sided 
confl ict has ensued. In the Autonomous 
Administration of North and East Syria 
(AANES), the battle does not involve 

the government, and Turkey struggles 
against both the Kurds and IS. In the West, 
the United States views the YPG as their 
ally in the fi ght against IS. This highly 
fragmented confl ict brings a range of 
challenges, from access to disaster relief 
(proven in the wake of the recent Turkey-
Syria earthquake) to risks of extortion. 
The division and instability in the nation 
continues to aggravate a challenging 
operating environment. 

The confl ict has displaced millions of 
citizens – both internally and externally 

– with many now living in refugee 
camps. These camps started out as a 
humanitarian mission to provide safe 
refuge within the war-torn country. 
However, for some (like the Al-Hol camp 
in Kurdish controlled north-eastern 
Syria) the worthy intention has changed 
dramatically. According to Human Rights 
Watch, the SDF has unlawfully detained 
tens of thousands of citizens who are – 
or are assumed to be – related to ISIS 
suspects, and more than half are reported 
to be children. 

Syria
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These camps are also a hotbed for crime, 
with many criminal organizations using 
them as the ideal ground to kidnap and 
traffi c vulnerable people. Many of the 
resident families are foreigners who 
originally travelled to Syria to join ISIS, or 
to reside in the ‘caliphate’ (an institution 
under the leadership of an Islamic 
steward with the title of caliph). Some 
of the immigrants’ governments refuse 
to take them back to protect domestic 
security. In desperation these families 
frequently sell their children to militias, 
further undermining the security of the 
refugee camps. These armed groups also 
forcibly recruit children, as evidenced 
in a recent report by the human rights 
group, Syrians for Truth and Justice (STJ). 
During 2022, a total of 49 children were 
taken hostage by an armed militia linked 
to the Kurdistan Workers’ Party (PKK) 
throughout various regions of AANES, 
in spite of the SDF’s promise to the 
United Nations to cease the practice. 
Syria will continue to see high rates of 
kidnapping, unlawful detention and the 
forced recruitment of children because 
the state is unable to hold perpetrators 
accountable in the war-torn regions.

Syria
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70+
Journalists have been unlawfully detained by security 
forces [September 2021 – June 2022]

Kidnapping for ransom is 
rampant, particularly in the 
country’s southeastern 
regions

Source: Afghanistan Journalists Center

Afghanistan

All
TravelUK The United Kingdom 

advised against all travel 
to Afghanistan

Level 4:Do 
Not TravelUS The United States 

classified Afghanistan as 
‘Level 4: Do Not Travel’

Journalists Detained

February 2023



Global Insights Report

Asia Pacifi c
APAC

Since the Taliban regained control 
of Afghanistan in mid-2021, forced 
disappearances have become prolifi c 
across the country, and Afghans being 
detained indefi nitely without contact 
with the outside world are a common 
occurrence. Human rights organizations 
report that the Taliban has specifi cally 
targeted human rights advocates, 
women’s rights activists, professors, 
journalists, former government offi cials, 
and former security force members 

who worked alongside the previous 
Afghan government. According to media 
watchdog group Afghanistan Journalists 
Center, between September 2021 and 
June 2022 more than 70 journalists were 
unlawfully detained by Taliban security 
forces.    

Other groups also reportedly targeted for 
arrest, unlawful detention and retribution 
by the current regime include minority 
ethnic groups (such as the Hazara 

(Shia), Uzbeks, and Tajiks). People in the 
Panjshir Valley are targeted simply for 
being Panjshiris, with reports that some 
are shot on-sight. Panjshir is located 
approximately one hour northwest of 
Kabul and was the base of the anti-Taliban 
National Resistance Front (NRF, which 
relocated to Tajikistan), sparking the ire of 
the Taliban and its security forces.  

Afghanistan
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Not all kidnappings and unlawful detentions are 
for the purpose of retribution. There has been a 
notable increase in kidnappings for ransom since the 
Taliban regained power, particularly in the country’s 
southeastern regions. The initial ransom demands have 
been in the hundreds of thousands of dollars (with 
one Afghan national reported to have commanded 
USD 200,000) – absurdly high amounts for such a 
poverty-ridden populace. The victims in many of these 
kidnappings have been Afghan children, which has 
prompted Taliban security forces to attempt a number 
of rescue operations.    

Foreign nationals – particularly Westerners – are not 
immune, and British and American citizens have been 
victims of unlawful detention at the hands of the Taliban 
(ostensibly to be used as political pawns). Although this 
remains the primary threat to foreign nationals since 
the Taliban regained power, the risk of being kidnapped 
due to perceived foreign wealth (and thus the 
expectation of a large ransom) cannot be discounted. 
The US Department of State specifi cally mentioned the 
threat of kidnapping in its advisory to avoid all travel to 
Afghanistan. As long as the Taliban remains in power, 
it’s unlikely that these threats to both nationals and 
foreigners will abate.  

Afghanistan
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40%
Earnings for cybercrime groups dropped by 40% over the 
course of 2022 
Source: Chainalysis 

Cyber

Cyber Crime Earning Drop

41%
41% of victims paid ransoms to hackers in 2022, 
versus 70% in 2020
Source: Coveware

Victims Paid Ransom

$10.5
Cybercrime damages are expected to cost the world USD 
10.5 trillion by 2025 – up from USD 3 trillion in 2015
Source: Optiv

Trillion USD
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In 2022, cybersecurity experts 
Chainalysis reported that ransoms 
paid to cybercrime organizations 
decreased by 40% (from USD 765.6 
million in 2021 to USD 456.8 million 
in 2022). According to experts this is 
not so much the result of a decline in 
cybercrime, but rather the result of a 
decline in the willingness of victims 
to pay. Coveware, a cyber company 
that specializes in negotiations with 
hackers, reported that 41% of their 
clients paid ransoms in 2022, as 
opposed to the 70% in 2020.   

According to the cyber insurance fi rm 
Resilience, businesses cannot relax 
just because ransomware revenue is 
down, as “Data from claims across the 
cyber insurance industry show that 
ransomware remains an increasing 
cyber threat to businesses and 
enterprises.”  Cyber advisory fi rm Optiv 
projects that cybercrime damages 
are expected to cost USD 10.5 trillion 
worldwide by 2025 (up from USD 3 
trillion in 2015).  

Cyber

Cyber
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With ransomware attacks occurring 
every 11 seconds, cybercriminals appear 
to be carrying out many smaller-scale 
attacks of late, instead of fewer larger-
scale attacks. This does not mean that 
larger businesses are not still at risk. In 
January 2023, Yum Brands Inc. (the parent 
company for Taco Bell, Pizza Hut, and 
KFC) was the victim of a ransomware 
attack, which caused the closure of over 
300 restaurants in the United Kingdom 
for a day. It is not known whether a 
ransom was paid. 

On the global stage, cyberattacks 
continue for geopolitical gain. According 

to the State Service of Special 
Communications and Information 
Protection of Ukraine (SSSCIP) – 
Ukraine’s cybersecurity agency – 
Ukraine suffered a 300% increase in 
cyberattacks since the Russian invasion, 
with Russian cyberattacks often occurring 
concurrently with missile strikes. This 
was strikingly evident when Ukraine’s 
energy infrastructure, the target of 
numerous cyberattacks (as many as 10 
a day in November 2022), saw a wave of 
missile strikes on 24 November,  forcing 
all of the country’s nuclear plants offl ine.  
Poland, a target of Russian cyberattacks 
for years, has experienced a notable 

increase in attacks by Russian hackers 
– The Polish armed forces experienced 
more cyberattacks in the fi rst quarter 
of 2022 than in the whole of 2021.  This 
culminated in an attack in late October 
2022 when, a day after Poland had 
adopted a resolution that labeled the 
Russian Government as a terrorist 
regime, the country’s senate fell victim 
to a cyberattack originating in Russia. 
Slovakia’s parliament was attacked at the 
same time, disabling all computers and 
phone lines. This made it impossible for 
parliament to vote on several bills.  

Cyber

Cyber
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Propriety Information

Contact

The material provided in this report is based on the 
information made available at the time of writing and 
the conditions then in existence through open-source 
reporting and SPS proprietary human sources and 
represents the best judgment of SPS.  The information 
provided in this report, which is issued without 
prejudice to liability, constitutes neither a warranty of 
results nor a surety against risks.

For more information on our 
Kidnap, Ransom, Extortion and Piracy capabilities 
please contact our Crisis Management Team at 
cmt@sps-global.com
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